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ABSTRACT 

 Thi s st udy exa mi ned t he types of cri mi nalit y i n select ed banks, identified t he types of 

security mechanis m i n the select ed banks, the relationshi p bet ween security mechanis m and t ypes 

of cri mi nalit y, and assessed t he human fact or i n t he effecti veness of existi ng security mechani s ms 

in t he state. 

 The st udy e mpl oyed secondary dat a ( Banks’ Cri me Inci dent Reports) whi ch were 

compl e ment ed by pri mary dat a sourced from banks’ e mpl oyees through questi onnaire. The st udy 

adopt ed descri pti ve research desi gn and its data were present ed i n Tabl es of frequenci es.  

 The st udy found t hat armed robber and ATM fraud constit uted t he commonest t ypes of 

conventi onal and onli ne cri mi nalit y respecti vel y. It equall y found over-dependence on i nani mat e 

security mechanis ms such as CCTV, security doors, syste m security and alar m syst e ms.  These 

inani mat e/ mechani cal security devi ces were, however, found t o be incapabl e of preventi ng 

cri mi nalit y i n t he participati ng banks. In additi on, it was found t hat human or ani mat e securit y 

agents were inadequat e bot h i n quantit y and quality.  

 The st udy concl uded t hat Ni gerian banks shoul d invest in dyna mite neutralizer, set-up 

security on t heir e-pl atfor ms, recruit professi onals desi gnat ed t o monitor existi ng securit y 

mechanis ms as well as mor e ar med security personnel t o reduce t heir vul nerability t o bot h 

conventi onal and non-conventi onal cri mi nalities.       
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CHAPTER ONE 

I NTRODUCTI ON 

1. 1 Background to the St udy 

Cri mi nalit y i n Ni gerian banks has been a predomi nant issue t hat cannot  be overl ooked.  

Goi ng by t he incessant ar med robbery attacks in Os un state, especi ally i n Ilesa, it appears banks 

have become easy targets.  Nonet hel ess, cri mi nality i n Ni gerian banks has become broadened wit h 

the e mer gi ng cases of e-theft, ATM fraud, i mpersonati on, i nternal and external fraud,  etc. Thus, 

the e mer gi ng cri mi nalit y calls for re-strategi zed bank security. 

Banks’ security has been a maj or concern for operat ors of fi nanci al instit utions ( Aj eki gbe, 

2008). This ende mi c challenge resulted from unprecedent ed vi cti mi zati on of banks i n Ni geri a bot h 

from i nt ernal and ext ernal sources. The conti nuous advances in t he infor mati on technol ogy have 

si gnificantl y i mpact ed banki ng operati ons and services across t he gl obe.  Fi nancial instit uti ons 

rel y greatl y on i nfor mation technol ogy i nfrastructure for fi nanci al servi ces such as e- money, e-

br okeri ng, e-i nsurance, e-fi nance, e-exchange and e-banki ng a mong others. In particul ar, e-

banki ng is known as t he aut omat ed deli very of new and traditi onal banki ng product and servi ces 

directl y t o cust omer t hrough electroni c i nteracti ve communi cati on channels also referred t o as 

onli ne or i nternet banki ng. This i nnovati on has led t o e-t heft invol vi ng t he infor mati on t heft and 

card cl oni ng t o carry out unaut hori zed transacti ons agai nst cust omers and banks (Job, 2012).   

At t acks on e-banki ng servi ces t hreat en bank cust omers, t heir personal dat a and fi nances.  

Several attacks have led to t he loss of huge fund t o hackers ( Ba mi del e, 2007).   Jacob (2009) 

asserts t hat the i nternet provi des fraudst ers wit h mor e opport unities t o attack cust omers who are 

not physi call y present on the web t o aut henticat e transacti ons. Thus, e-banki ng servi ces have led 

to new for ms of cri mi nality on t he e-pl atfor m such as ATM card cl oni ng, pin t heft, among ot hers.  
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Banks i n Ni geria beca me maj or target of ar med robbers after the ci vil war ( Aj eki gbe, 

2008).  Ni gerian banks have been and are still being target ed by ar med robbers wit h t he i nt enti on 

of steali ng money i n vault or count er cash as well as unar med pen-robbers, who usuall y mani pul at e 

transacti ons to defraud banks ( Nworisara, 2010). The spat e of i nsecurity i n Ni geria banks creat es 

fears i n bank cust omers, many of who m have been vi cti ms and eye wit nesses ( Aj eki gbe, 2008). 

The sit uati on is so dire that bank-robberies have led t o i nter mittent bank cl osures agai nst 

cust omers wi sh and i ncrease the risk of wor ki ng i n t he banki ng i ndustry ( Nworisara, 2010). 

Busi nesses are affect ed and someti mes peopl e avoid passi ng t hrough where banks are l ocat ed for 

fear of bei ng caught unaware i n such attacks. Usuall y, robbers wor k i n collaborati on wit h some 

staff wit hi n the banks and at ti mes, ex-staff (Ikeji 2011).  In Ni geria, certai n patterns are e mer gi ng. 

Recent st udi es have shown t he use of dyna mit es by robbers t o enabl e t he m easy access t o t he 

vaults ( Nworisara, 2010). This report indi cat es most bank robberies occurred duri ng Christ mas 

and Ne w Year cel ebrati ons.  So, t he need t o i ntroduce technol ogy t o enhance banki ng securit y 

syste m beca me i mport ant to put the sit uati on under control (Ikeji 2011).  

Cont e mporary st udi es ( Nworisara, 2010; Onovo, 2010; Ebel e, 2012) have reveal ed some 

reoccurri ng bank cri mi nalities, among whi ch are AT M cl oni ng, ATM pi n theft, fraud and so on. 

These have gi ven dra matic rise t o i ntensi ve use of digital security feat ures ( Otu, 2010).  In Ni geri a, 

government i nterventi on in state security is mi ni mal and t his puts a huge responsi bility on banks’ 

manage ment t o i nvest heavil y i n t he use of security mechanis ms t o secure their i nvest ments (Ikeji 

2003). This calls for seri ous attenti on and underscores t he need for banks t o bal ance t heir busi ness 

operati ons wit h safet y. The predomi nant cash-based econo my i n Ni geria is in part responsi bl e for 

vul nerability i n t he banks ( Aj eki gbe, 2008). Apart from t he econo mi c i mplicati ons of bank 

robberies, the fear and moral pani cs t hey are li kely t o generate may have a much more negati ve 
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consequence on t he societ y as a whol e. There is need t o correct t he sit uation gi ven t he roles of 

banks i n t he soci o-economi c devel opment of societ y.  

            Bank-security is a speci alised issue that focuses on t he prot ecti on of banks’ i nt ernal and 

ext ernal facilities as well as risk (Ikeji, 2008). The introducti on of securit y mechanis m i n banki ng 

has revol uti onized and re-defi ned t he ways banks operat e i n order t o mi nimi ze t he rat e of cri me 

in t he i ndustry ( Nworisara, 2010). The ki nds of security mechanis ms adopted by banks ha mpered 

or boost ed its operati ons and servi ces ( Aj eki gbe, 2008). In t he case of post-robbery i nvesti gati ons, 

security mechanis ms have hel ped police i n t heir fi ndi ngs (Ikeji, 2008) and i n some cases 

compli cat ed i nvesti gati ons because of mechani cal malfuncti oni ng or human t a mperi ng.  Bank 

security encompasses several levels and components, whi ch i ncl ude physi cal security (vault, 

lockers, boxes, security guards, police a mong ot hers) and di gital security such as ATMs ca meras, 

surveillance ca meras, audi o syste m, alar m syste ms, cl ose circuit televisi on/di gital visual recor der 

( CCTV/ DVR), monit ors, etc ( Ot u, 2003). These multi-level bank security syst e ms are usuall y put 

in place to prevent potential fraud, det ect on-going/ concl uded fraud, protect cust omer’s’ assets 

and enhance ret urns on invest ment.  

 

1. 2 St ate ment of the Research Probl e m 

There is the need for an adequat e security t o prot ect bot h t he internal and exter nal facilities 

incl udi ng t he dat a, and dat a base of a bank. Despite this security availability i n Ni gerian banks, 

the bank still faces challenges of security bot h i nternall y and externall y such as fraud (i nternal and 

ext ernal fraud), E-t heft, ar med robbery, ATM cl oning, among ot her for ms of security challenges 

in banks. Security i n banks is essential to profitability and safe banki ng environment.  

The ki nd of security mechanis m required by any bank is det er mi ned by t he ki nd of transacti ons 

such bank operat es.  Some banks i n Ni geria are under-secured while some are 
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