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ABSTRACT

This study examned the types of cri mnality in selected banks, idertified the types of
security nechanis minthe selected banks, the relationshi p bet ween security mechanis mand types
of cri mnality, and assessedthe human factor inthe effecti veness of existing security nechanis ns
inthe state.

The study enployed secondary data (Banks’ CGrine Incident Reports) which were
conplenented by pri nary data sourced frombanks’ enpl oyees through questionnaire. The study
adopted descri pti ve research design and its data were presentedin Tables of frequencies.

The study found that armed robber and AT Mfraud constituted the commonest types of
conventional and online cri mnality respectively. It equally found over-dependence oninani nate
security nechanisns such as CCTV, security doors, systemsecurity and alar msystens. These
inani mate/ nechanical security devices were, however, found to be incapable of preventing
cri mnality inthe particpating banks. In addition, it was found that hunan or ani nate security
agents were inadequate bothin quantity and quality.

The study concluded that Ngerian banks should invest in dynamte neutralizer, set-up
security on their e-platforns, recruit professionals designated to nonitor existing security
mechanisns as well as more ar ned security personnel to reduce their vul nerability to both

conventional and non-conventional cri minalities.
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CHAPTER ONE
I NTRODUCTI ON

11 Backgroundtothe Sudy

Qi mnality in Ngerian banks has been a predom nant issue that cannat be overl ooked.
Goi ng by the incessant ar ned robbery attacks in Gsun state, especiallyinllesa, it appears banks
have becone easytargets. Nonetheless, cri mnality in N gerian banks has becone broadened wth
the energing cases of e-theft, AT Mfraud, i npersonation internal and external fraud etc. Thus,
the emerging cri mnality calls for re-strategi zed bank security.

Banks’ security has been a naj or concern for operat ors of financial institutions ( A eki gbe,
2008). This ende mc challenge resulted fromunprecedented v cti nizati on of banksin Ngeria bath
frominternal and external sources. The continuous advances inthe infor mati on technol ogy have
significantly i npacted banki ng operations and services across the gobe. FHnancial institutions
rely greatly on infor mation technol ogy infrastructure for financial services such as e- noney, e
brokering e-insurance, e-finance, e-exchange and e-banking anong dahers. In particuar, e
banki ng is known as the autonat ed delivery of new and traditional banki ng product and services
directly to custoner through electronic interactive communication channels also referred to as
online or internet banking This innovation has led to e-theft invol ving the infor mation theft and
card doningto carry out unaut horized transacti ons agai nst custoners and banks (Job, 2012).

Attacks on e-banki ng services threaten bank custoners, their personal data and fi nances.
Several atacks have led tothe loss of huge fund to hackers (Bamdele 2007). Jacob (2009)
asserts that the internet provides fraudsters wth more opportunities to atack custoners who are
nat physically present on the web to autherticate transactions. Thus, e-banki ng services have led

tonewfor ns of cri mnality onthe e-platfor msuch as AT Mcard coning, pintheft, anmong a hers.
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Banks in Ngeria became major target of ar ned robbers after the civil war ( Aeki gbe,
2008). Ngerian banks have been and are still being targeted by ar ned robbers wththe irtention
of stealing moneyinvault o counter cash as well as unar med pen-robbers, who usually nani pul ate
transactions to defraud banks ( Nworisara, 2010). The spate of insecurityin Ngeria banks creates
fears in bank custoners, many of whomhave been victi ns and eye wtnesses ( Aekigbe, 2008).
The situation is so dire that bank-robberies have led to inter mittent bank cl osures agai nst
custoners wsh and increase the risk of working in the banking industry ( Nworisara, 2010).
Busi nesses are affected and soneti nes peopl e avoid passi ng through where banks are located for
fear of being caught unaware insuch attacks. Wually, robbers workin collaboration wth sone
staff wthinthe banks and a ti nes, ex-staff (Ikeji 2011). In Ngeria certai npatterns are e nerging
Recent studies have shown the use of dynamtes by robbers to enable the measy access to the
vaults (Nworisara, 2010). This report indicates nost bank robberies occurred during Christ mas
and New Year celebrations. So the need to irtroduce technol ogy to enhance banking security
syste mbecane i nportant to put the situation under contrd (Ikeji 2011).

Contenporary studies (Naorisara, 2010; Onhovo, 2010; Ebele, 2012) have reveal ed sone
reoccurring bank cri mnalities, anong which are AT Mcloning AT M pin theft, fraud and so on
These have g ven dramatic risetointensive use of digta securityfeatures (Cty 2010). In N geria,
governnent irterventioninstate securityis mni nal andthis puts a huge responsi bility on banks’
manage nent toinvest heavilyinthe use of security mechanisns tosecure their invest nents (Ikeji
2003). This calls for serious atention and underscores the need for banks tobal ance their busi ness
operations wthsafety. The predom nant cash-based econony in Ngeriaisin part responsible for
vul nerahility in the banks (Aekigbe, 2008). Apart fromthe economc inplications of bank

robberies, the fear and noral panics they are likely to generate nay have a nuch nore negative
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consequence on the society as a whole. There is need to correct the situation gventhe rdes of
banks inthe soci o-econom ¢ devel opent of society.

Bank-security is a specialised issue that focuses on the pratection of banks’ irternal and
external facilities as vell as risk (I keji, 2008). The irtroduction of security mechanis min banki ng
has revol uionized and re-defined the ways banks operate in arder to minim ze the rate of cri ne
inthe industry (Nworisara, 2010). The kinds of security nechanis ns adopted by banks hanpered
or boosted its operations and services ( Aeki gbe, 2008). Inthe case of post-robbery i nvesti gati ons,
security nechanisns have helped pdice in their findings (Ikeji, 2008) and in sonme cases
conplicated investigations because of nechanical nalfunctioning or human tanpering Bank
security encomnpasses several levels and conponents, which include physical security (vault,
lockers, boxes, security guards, palice anmong athers) and digital security such as AT M caeras,
surveillance caneras, audi o system alar msyste s, dose circuit television/di gital visual recor der
(CCTV DVR), nonitors, etc (Qu 2003). These multi-level bank security systens are usually put
in place to prevent patentia fraud detect on-going concluded fraud, protect custoner’s’ assets

and enhance returns oninvest nent.

12  Statenent of the Research Proble m

Thereisthe need for an adequate securityto pratect baththeinternal and exter nal facilities
including the data, and data base of a bank Despite this security availability in Ngerian banks,
the bank still faces challenges of security bathinternally and externally such as fraud (irternal and
external fraud), Etheft, ar med robbery, ATMcloning anong a her for ns of security challenges
inbanks. Securityin banks is essertial to profitability and safe banki ng environnent.
The kind of security mechanis mrequired by any bank is deter mned by the kind of transactions

such bank operates. Some banks in Ngeria are under-secured while sone are
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