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ABSTRACT 

This study formulated, simulated and evaluated a trust based security model for Ad 

Hoc On-Demand distance Vector (AODV) routing protocol. This was with a view to 

reducing malicious attacks on mobile nodes in Mobile Ad-hoc Networks (MANETs).  

A trust based security model was modelled as a three-input, one-output fuzzy 

inference system (FIS) using the fuzzy inference system toolbox in MATLAB. The model 

developed was fused into the AODV process model and simulated in Optimized Network 

Engineering Tools (OPNET). The model used the “minimum” hop count to destination and 

“most trusted route” techniques to route packets in the network. The performance 

comparison of the model and AODV was done using media access delay, network 

throughput and total packets dropped as performance metrics under three experimental 

scenarios (using network nodes of 20, 25 and 30). The developed model was further 

compared with an existing protocol Trust Based Reliable Ad-hoc On Demand Distance 

Vector (TBRAODV) using delay and network throughput as performance metrics under 

five experimental scenarios (using network nodes of 25, 50, 100, 200 and 300). 

The simulation result showed that the model developed outperformed AODV by 

decreasing the packet dropped and increasing the network throughput. For instance, for the 

20 nodes network, the average packet dropped for the developed model was 2.467 while 

the average packet dropped for AODV was 4.789. The network throughput for the 

developed model was 46,057bits/sec while it was 44,281bits/sec for AODV. Similarly for 

the second experiment, the network throughput for the developed model was an 

improvement over TBRAODV for all scenarios. For instance, for 50 nodes network, the 

network throughput for the developed model was 669,082.00bits/sec as against 

114,559.89bits/sec obtained for Trust Based Reliable AODV. In addition, the delay for the 

developed model was 0.037sec while that of Trust Based Reliable AODV was 0.650sec. 



xiv 
 

It was therefore concluded that the developed model performed optimally better 

than both the unsecured AODV and Trust Based Reliable AODV (TBRAODV) with 

minimized packet dropped and increased network throughput. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background 

The rapid proliferation of wireless networks, the continual increase in computing power 

and the tremendous growth of the Internet have changed the way the society manages information 

and information services. Computing today is becoming pervasive and wireless technologies are 

playing an important role in allowing devices like cellular phones and handhelds to wirelessly 

communicate with other devices and spontaneously forming short-range, short-term, ad-hoc 

networks.  

All complex ecosystems; biological like the human body, natural like a rain forest, social 

like an open-air market, or socio-technical like the global financial system or the Internet, are 

interconnected (Bruce, 2012). Individual unit within those ecosystems are interdependent, each 

unit does its part and relies on the other units to do their parts as well. Also, all complex ecosystems 

contain parasites, within every interdependent system; there are individuals who try to subvert the 

system to their own ends. Every entity in a system needs to be able to trust that the entities it 

interacts with will corporate. Somehow, the entity does not trust completely or blindly but should 

be able to develop a confidence or be reasonably sure that its trust is well founded and other entities 

will be trust worthy in return (Bruce, 2012).  

A mobile ad hoc network is an example of a complex ecosystem. It is a collection of 

wireless mobile nodes communicating with each other without the aid of a fixed infrastructure. Its 

unique characteristics like open infrastructure, dynamic network topology, lack of central 

administration and limited battery-based energy of mobile nodes makes it more vulnerable to 

attacks. In spite of the convenience that comes with being able to speedily deploy mobile ad-hoc 

networks and being mobile, they are vulnerable to malicious attacks. The lack of infrastructure 
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and organizational environment offer special opportunities to attackers. Attackers may intrude into 

the network through malicious nodes because the topology of the network is highly dynamic as 

nodes frequently join or leave the network, and roam in the network (Madhavi and Kim, 2008).  

Centralized security management appears impossible because of the scale of the system, 

the large number of potential users and sizable resources. Considering the size of the system, 

collaboration among strangers is unavoidable. The security objectives of both Mobile Ad hoc 

Networks and traditional networks are considered to be the same such as availability, 

confidentiality, integrity, authentication, and non-repudiation, however security issues involved in 

mobile ad hoc networks are quite different due to the ‘mobile’ and ‘ad hoc’ constraints (Sen et al., 

2008). Therefore for proper functioning of the network cooperation between nodes is required. 

Here cooperation refers to performing the network functions collectively by nodes for benefit of 

other nodes but because of open infrastructure and mobility of nodes; nodes might not cooperate 

resulting in a serious degradation in the network performance (Ukey and Chawla, 2010). 

Routing algorithms for MANET have been designed with the assumption that all nodes cooperate. 

However a node may decide not to cooperate or misbehave by agreeing to forward packets and 

then fails to do so, because it is malicious, selfish, overloaded or broken. A malicious node 

launches a denial of service attack by dropping packets. A selfish node does not want to spend its 

remaining battery life, CPU cycles, or available network bandwidth to forward packets not of 

direct interest to it, even though it expects others to forward packets on its behalf. An overloaded 

node lacks the CPU cycles, buffer space or available network bandwidth to forward packets. A 

broken node might have a software fault that prevents it from forwarding packets. Misbehaving 

nodes can be a significant problem. Therefore, the focus of this work is to develop a secured 

routing protocol by adding a notion of trust to the existing Ad-hoc On-Demand Distance Vector 

(AODV) Routing Protocol, thereby making sure that only trusted routes are used as forwarding 
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paths. Trust is the firm belief in the competence of an entity to act dependently, securely and 

reliably within a specified context (Kagal et al., 2002). This work therefore optimized Ad-hoc On-

Demand Distance Vector (AODV) Routing Protocol to choose a forwarding path consisting of 

nodes that can be trusted to forward packets and not drop them thereby acting dependently, 

securely and reliably in the network. 

 

1.2 Statement of the Problem 

The present Ad-Hoc On-Demand Distance Vector (AODV) Routing Protocol is vulnerable 

to malicious attacks since no security feature is embedded. This study developed a secured routing 

protocol to achieve protection and high network performance. 

 

1.3 Justification 

Mobile Ad hoc networks bank on the cooperation of the nodes participating in the network 

to forward packets for each other. A node might decide not to cooperate to preserve its resources 

while using the resources of other nodes in the network to forward its own packet thereby 

degrading the network performance and cooperating nodes may find themselves unfairly loaded 

if too many nodes exhibit this behaviour (Bansal and Baker, 2003). The proposed protocol 

mitigates against routing misbehaviour in Mobile Ad hoc networks, encourages nodes to cooperate 

to increase their trust value and increase network performance. 

 

1.4 Aim of the Study 

This study developed a trust enhanced security model for Ad hoc On-Demand Distance 

Vector routing protocol for Mobile Ad hoc Networks. 
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