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ABSTRACT

BiometricsisatechnologyforrecognitionunderwhichPalmveinrecognitionstems.Theyareof
crucial importance in various applications of high sensitivity. This article develops a palm vein
recognitionmodel,basedonderivedpatternandfeaturevectors.All thepalmprint imagesused
inthisworkwereobtainedfromCASIAMulti-SpectralPalmprintImageDatabaseV1.0(CASIA
database).First,aRegionofInterest(ROI)wasidentifiedandextractedfromthepalmprintimages.
Next,HistogramEqualizationwasusedtoenhancetheareaofthepalmprintimageintheRegion
ofInterest.TheenhancedimageobtainedwassubjectedtotheZhangSuen’sThinningAlgorithmto
extractappropriatefeaturesinthepalmprintimagesneededforauthentication.Thefeaturesderived
basedonthisvascularpatternthinningalgorithmwhicharethencomparedandevaluatedtocarry
out‘matching’.ThePatternMatchingitselfwasdoneusingtheEuclideanDistanceforsubsequent
matching.ThemodelwasdesignedusingUML,andimplementedwithC#andMSSQLonMicrosoft
Visual Studio platform. The developed system was evaluated based on False Acceptance, False
RejectionandEqualErrorRate(EER)valuesobtainedfromthesystem.Theresultsoftestingand
evaluationshowthatthedevelopedsystemhasachievedhighrecognitionaccuracy.

KeywoRDS
Biometric, CASIA, Palm Veins, Pattern Matching, Thinning

1. INTRoDUCTIoN

Authenticationistheprocessofdeterminingwhethersomeoneorsomethingis,infact,whoorwhat
ithasdeclared(him)itselftobe.AccordingtoLauber(2003),authenticationcomesinthreeforms.

Thefirstis‘somethingyouknow’,andthisreferstoauthenticationthatutilizestoolssuchas
passwords,andPersonalIdentificationNumbers(PIN).PasswordsandPINscouldbeissueddirectly
tousersinrealtimeviadigitalmeanslikeemailandtextmessagesonmobilephones.

Thesecond,‘somethingyouhave’,referstoitemstheusermayposses,suchassmartcardsor
tokens.Theseitemshastobecarriedaboutforusage.
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Thethirdtypeofauthenticationissomethingyouare,whichinotherwordsreferstobiometrics.
Chowdaryetal.(2014)definedBiometricTechnologyasapatternrecognitionsystemwhich

dependsonphysicalorbehavioralfeaturesofapersonbeingidentified.Biometricshasahigherlevel
ofsecuritywhencomparedtheotherformsofauthentication,becauseitcannotbelost,borrowed,
stolenorforgotten.

Commonly implemented biometric modalities include fingerprint, face, iris, voice, and
handgeometry.

Overtime,personalauthenticationmethodshaveevolvedtotheuseofinner/inwardphysiological
traitsofindividuals,suchastheveinpatternsinthehumanfingersandpalms.Veinsareinternalinthe
bodyandhaveawealthofdifferentiatingfeatures,henceattemptstoforgeanotherperson’sidentity
isdifficult.This,thusenablesahigherlevelofsecurity.

Inpalmvein recognition,vital information isextractedfromtheveinpatterns tobeused in
theauthenticationprocess.Thesingularityandintricacyofpalmveinpatternsenablesahighlevel
ofauthenticationaccuracyasinAj-juboorietal.(2014),unlikeinotherbiometricapproaches.In
addition,apalmveinpatternisdifficulttoforgebecauseitisinternaltothebody.

Palmveinrecognitionsystemconsistsofthesekeysteps:PalmVeinImagesCapture,Detection
ofRegionofInterest(ROI),Pre-processing,PalmVeinPatternExtraction,FeatureExtractionand
Matching(PrabuandSivanandam,2013).

2. LITeRATURe ReVIew

TheBiometricsSystem:AccordingtoWaymanetal(2005),Biometricstechnologiesare“automated
methodsofverifyingandrecognizingtheidentityofa livingpersonbasedonaphysiologicalor
behavioral characteristic.”Whencomparedwith traditional authentication, suchaspasswordsor
encryptedcodes,biometricsexhibitsgreatersecurityandreliabilitybecauseitsfeatureisdifficultto
duplicateandforge(Kangetal,2014).Theyarefastbecomingthe‘foundationofanextensivearray
ofhighlysecureidentificationandpersonalverificationsolutions’(Yeung,2016).

Veins:Veinsarebloodvesselsthatcarrybloodtowardstheheart.Veinpatternsuseishighly
securebecausetheyliebeneaththeskin,theyareinvisibletothenakedeyesandtheycannotbe
duplicated(SwapnaliandGurjar,2016).Humanveincharacteristicstayconstantthroughoutone’s
lifetime,andhasastrongresilienceagainstimpostorattacksbecausetheveinsareinternaltothe
bodyandonlyfunctionalwhenthehumanisalive(Kangetal,2014).Themeritsofpalmveinon
classicalbiometric(e.g.fingerprint,iris,face)arealowriskoffalsification,difficultyofduplicated
andstability(Aj-juboorietal,2013).

Palm Vein Image Sources: Various biometric database exist for biometric research and
developmentincaseswheretheprintsvannotbecaptureddirectly.Someofthesesourcesare:CASIA
Multi-SpectralPalmprintImageDatabaseV1.0(CASIA,2016),TheIdiapResearchInstituteVERA
PalmveinDatabaseandPolyUMulti-SpectralPalmprintDatabase(PolyUdatabase).

3. ReLATeD woRKS

AnimprovedpalmveinrecognitionsystemusingmultimodalfeaturesandNNclassifierwasdoneby
DeepamalarandMadheswaran,(2010)focusingmajorlyonthedirectionalinformationofthepalm
veinforbetteranalysis.Thismultimodalrecognitionsystemwasbasedontheconvolvedshapeand
texturefeaturesinamultiplefeatureset,skeleton,bifurcationandendingpointsofthepalmvein
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